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(57) ABSTRACT

A method for data transmission between a sensor and an
electronic control and/or regulating unit (ECU), the transmit-
ted sensor data (x,, . . ., X,) and the sensor being secured
against a manipulation. The system provides a particularly
simple, but very secure method for manipulation protection,
the sensor data (x4, . . ., X,) being transmitted via a first logical
data transmission channel at a first data transmission rate, and
security data (MAC; CMAC) for securing the transmitted
sensor data and/or the sensor being transmitted via a second
logical data transmission channel at a second data transmis-
sion rate from the sensor to the ECU. At least once at the
beginning of a data transmission session, a session key is
transmitted from the ECU to the sensor via a third logical data
transmission channel and received by the latter, the session
key being used at least for the ongoing session to generate the
security data.

21 Claims, 3 Drawing Sheets
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1
METHOD FOR RECOGNIZING A
MANIPULATION OF A SENSOR AND/OR
SENSOR DATA OF THE SENSOR

RELATED APPLICATION INFORMATION

The present application claims priority to and the benefit of
German patent application no. 10 2013 206 185.4, which was
filed in Germany on Apr. 9, 2013, the disclosure of which is
incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to a method for data trans-
mission between a sensor and an electronic control and/or
regulating unit, a manipulation of the transmitted sensor data
and/or the sensor being recognized. The present invention
additionally relates to a sensor, which is provided for connec-
tion to an electronic control and/or regulating unit and is
configured to transmit sensor data to the control and/or regu-
lating unit, an arrangement being provided for recognizing a
manipulation of the transmitted sensor data and/or the sensor.
Furthermore, the present invention relates to a control and/or
regulating unit, which is provided for connection to a sensor
and is configured to receive sensor data from the sensor, an
arrangement being provided for recognizing a manipulation
of the transmitted sensor data and the sensor. Finally, the
present invention also relates to a network, including a control
and/or regulating unit and at least one sensor connected
thereto via a data transmission connection, an arrangement
being provided for recognizing a manipulation of the sensor
data transmitted from the sensor to the control and/or regu-
lating unit and of the sensor.

BACKGROUND INFORMATION

For example, pressure sensors for detecting the pressure
prevailing in a shared fuel accumulator (so-called common
rail) of a fuel injection system of a motor vehicle are known
from the related art. The fuel stored under the measured
pressure in the accumulator is provided for injection into
combustion chambers of an internal combustion engine of the
motor vehicle. Such pressure sensors are connected to an
electronic control and/or regulating unit (so-called engine
control unit, ECU). The pressure sensors communicate via
analog communication channels with the ECU. These analog
channels may be manipulated relatively easily, whereby it is
possible for unauthorized persons to achieve a performance
enhancement of the internal combustion engine (so-called
tuning). This performance enhancement is advantageous for
the driver of a motor vehicle provided with the performance-
enhanced internal combustion engine and generally desired
thereby.

However, such tuning is not recognizable and not compre-
hensible for the vehicle manufacturer. This has the disadvan-
tage that the vehicle manufacturer in the past was made liable
for any problems which resulted from the impermissible per-
formance enhancement and had to repair defects of the inter-
nal combustion engine, although these were sometimes to be
attributed to the impermissible performance enhancement.
For some time, many of the analog communication channels
between sensors and the ECU have been replaced by digital
databuses. A variety of possibilities is known from the related
art for recognizing a manipulation of the sensor data digitally
transmitted from the sensor to the ECU and/or of the sensor
itself or to secure the sensor data and/or the sensor against a
manipulation.
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A corresponding method for recognizing a manipulation of
transmitted sensor data and/or a sensor itself is discussed, for
example, in DE 10 2009 002 396 Al. Many of the methods
may have the disadvantage that they are relatively costly and
complex. They place relatively high demands on the software
and the hardware which are necessary to implement the
manipulation recognition according to the known methods.
Thus, for example, it is necessary in the case of the method
known from the cited publication that two keys for generating
and verifying authentication codes (so-called message
authentication codes, MACs) for the data transmitted
between the sensor and the ECU must be stored both in the
sensor and in the ECU. This requires additional storage space
both in the sensor and in the ECU, storage space being scarce
and costly in the sensor in particular. In addition, the com-
puter program for implementing the manipulation protection
is relatively complex, and computing-intensive and storage-
intensive as a result of the complexity of the method. In
addition, substantial computing power is necessary to be able
to process the complex computer program within acceptable
processing times in the sensor or in the ECU.

SUMMARY OF THE INVENTION

The present invention is intended to provide a method for
recognizing a manipulation of transmitted sensor data and/or
a sensor itself, which meets similarly high security demands
as the complex methods known from the related art, on the
one hand, and is substantially simpler and faster and in par-
ticular involves significantly lesser software and hardware
demands than the known methods, on the other hand.

An object which is to be achieved by the present invention
is thus to provide a mechanism, which permits the ECU and
later the vehicle manufacturer to detect and comprehend
engine tuning. More precisely, any type of manipulation of
the sensor data transmitted from the sensor to the ECU is to be
detected. In addition, the provided manipulation recognition
is to be provided at the lowest possible costs with respect to
the chip surface area required for the implementation, the
processing power of the processor, and the storage require-
ment, in particular with respect to a secure, nonvolatile
memory.

To achieve this object, it is provided, proceeding from the
method of the type described at the outset, that the sensor data
are transmitted via a first logical data transmission channel at
a first data transmission rate from the sensor to the control
and/or regulating unit (ECU), and security data for securing
the transmitted sensor data and/or the sensor are transmitted
via a second logical data transmission channel at a second
data transmission rate from the sensor to the control and/or
regulating unit, and at least once at the beginning of a session,
a session key (which may be in encrypted form) is transmitted
from the control and/or regulating unit (ECU) to the sensor
via a third logical transmission channel and received by the
sensor and possibly decrypted. The session key is used by the
sensor at least for the ongoing session to generate the security
data.

The present invention is distinguished in that, for the rec-
ognition of a manipulation of the sensor and the data trans-
mitted thereby, only one key is necessary and must be stored
in the sensor and the control and/or regulating unit. With the
aid of this one key, both an integrity check of the data trans-
mitted by the sensor and received by the control and/or regu-
lating unit and an implicit authentication of the sensor may be
carried out. If the sensor receives a manipulated session key
or is not capable of correctly decrypting the received session
key, different keys are present at the sensor and the ECU,
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which may be recognized by the ECU and classified as a
manipulation. Also if the sensor receives a correct key, but the
transmitted sensor data were manipulated in another way
during the transmission from the sensor to the ECU, the ECU
may also detect this and classify it as a manipulation.

According to one advantageous refinement of the present
invention, it is provided that a message authentication code
(MAC) is generated via at least a part of the sensor data to be
transmitted by the sensor according to a cryptographic algo-
rithm (for example, a block cipher in the corresponding
mode) while using the session key and is at least partially
transmitted via the second data transmission channel as secu-
rity data to the control and/or regulating unit and received by
the latter. This cryptographic algorithm for generating the
MAC may be also a symmetrical cryptosystem. It particularly
may be provided that the algorithm used is a Rijndael algo-
rithm according to the advanced encryption standard (AES).

However, any arbitrary alternative symmetrical cryptosys-
tems, several of which are listed hereafter as examples, may
also be used to generate the MAC within the meaning of the
present invention. The MAC does not have to be generated via
all sensor data to be transmitted. It is entirely possible that the
MAC is only generated via a part of the sensor data to be
transmitted. This may be a defined, predetermined part of the
sensor data or a dynamically selected part of the sensor data.
The cryptographic algorithm which is used to generate the
MAC via at least a part of the sensor data to be transmitted
while employing the session key may be the same algorithm
which is also used by the sensor to decrypt the received
encrypted security data and to ascertain the session key.

The MAC has a length of 128 bits, for example. To save
bandwidth during the transmission of the MAC via the logical
data transmission channel, it is conceivable that the entire
MAC is not transmitted, but rather only a part thereof, for
example, only n bits of the highest significance (so-called
most significant bits, MSBs) of the MAC, are transmitted via
the data transmission channel to the control and/or regulating
unit (ECU). It is thus conceivable, for example, if the entire
MAC contains 128 bits, to only transmit the 64 MSBs. Of
course, the MAC may also have any other greater or smaller
length. The number ofthe transmitted bits may also be greater
or less than the specified 64 bits. Of course, the first n MSBs
of'the MAC also do not necessarily have to be transmitted. It
is also conceivable to select arbitrary bits from the MAC in a
targeted manner for the data transmission via the second data
transmission channel. The transmission of only a part of the
MAC is of interest in particular when a slow channel is used
to transmit the security data.

According to one specific embodiment, it is also provided
that a message authentication code (MAC) is generated by the
control and/or regulating unit at least via a part of the received
sensor data according to a cryptographic algorithm while
using the session key. With the aid of the session key, which
has been transmitted at the beginning of a session from the
ECU to the sensor, thus both a first MAC in the sensor and a
further MAC in the ECU are generated during the actual data
transmission. Since the MAC generated in the sensor is trans-
mitted to the control and/or regulating unit, both MACs are
available therein and may be used for a manipulation recog-
nition. The same algorithms may be used for generating the
MAC:s in the sensor and in the control and/or regulating unit.
The cryptographic algorithm used in the ECU for generating
the MAC may be also a symmetrical cryptosystem. It particu-
larly may be provided that it is a cryptosystem according to
the AES. The other alternatives listed hereafter for a sym-
metrical cryptosystem may also be used by the ECU as a
cryptographic algorithm for generating the MAC within the
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meaning of the present invention. The cryptographic algo-
rithm which is used by the ECU for generating the MAC may
be the same algorithm which is also used by the sensor for
generating the MAC.

It is provided that the sensor is configured for the purpose
of generating the MAC via at least a part of the sensor data to
be transmitted or received and via a counter value. The
counter value may be initialized at predefinable points in
time, which may be at the beginning of every session. Fur-
thermore, the counter value may be incremented or decre-
mented at predefinable points in time, which may be after
each generation of an MAC.

Furthermore, it particularly may be provided for the MAC
to be generated in the ECU not only via at least a part of the
received sensor data, but rather also via a counter value. This
is to be the same counter value which was also used in the
sensor for generating the MAC. It is conceivable that both the
sensor and the ECU independently initialize the counter
value, for example, at the beginning of a session, and then
increment or decrement it at predefined points in time or at
predefined events, for example, after each calculation of an
MAC. Alternatively, however, it is also possible that the
counter value is only initialized and incremented or decre-
mented in the ECU. The counter value may then be transmit-
ted from the ECU to the sensor, for example, via the third
logical data transmission channel.

According to a particular refinement of the present inven-
tion, it is provided that the message authentication code
(MAC) received from the sensor or the part received thereof
is compared by the control and/or regulating unit to the mes-
sage authentication code (MAC) or a part thereof generated
by the control and/or regulating unit at least via a part of the
received sensor data. If the same algorithms are used to gen-
erate the MACs in the sensor and in the control and/or regu-
lating unit, the two MACs are identical in the normal case
(i.e., no manipulation of the session key, no manipulation of
the transmitted data). This may be verified by the comparison
of'the two MACs carried out in the control and/or regulating
unit. If the two MAC:s or the corresponding parts thereof are
identical, it may be presumed that the sensor has the correct
overall key, because otherwise the sensor would not have
been able to correctly decrypt the session key and correctly
generate the MAC. 1t is therefore ensured at the same time
that the sensor used, from which sensor data were received, is
an authentic sensor (implicit authentication of the sensor via
the secret key, which is exclusively known to the sensor and
the control unit).

The conformance of the two MACs is furthermore an indi-
cation that the transmitted sensor data received by the ECU
have not been manipulated (data integrity). However, if the
two MACs are different, this is an indication of a manipula-
tion of the session key and/or the transmitted data. To be able
to preclude different MACs as a result of a transmission error
between sensor and control unit, suitable algorithms, for
example, based on error probabilities and corresponding sta-
tistics, may be implemented on the control unit side. Suitable
countermeasures may be taken in case of a manipulation (for
example, entry into an error memory of the motor vehicle,
transition into a failsafe operation of the internal combustion
engine, transmission of a report to the vehicle manufacturer,
etc.).

Furthermore, it is provided that the sensor data are trans-
mitted via the first logical data transmission channel at a
greater data transmission rate than the security data transmit-
ted via the second logical data transmission channel. The first
data transmission channel therefore forms a fast logical chan-
nel and the second data transmission channel forms a slow
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logical channel. Such data transmission mechanisms having a
fast and a slow data transmission channel may be imple-
mented in a digital communication bus between the sensor
and the ECU, for example, in that, in the bandwidth available
for data transmission, a larger part is used for transmitting the
data of the fast data transmission channel and a smaller part is
used for transmitting the data of the slower data transmission
channel.

If the data transmission between the sensor and the ECU
takes place in message packets of a defined, predefined
length, it is conceivable, for example, that most bits of the
message packet are used for transmitting the data of the fast
data transmission channel and fewer bits, possibly only single
bits or a few bits, of that message packet are used to transmit
the data of the slow data transmission channel. If the number
of'the bits which are used to transmit the data of the slow data
transmission channel in a message packet is not to be suffi-
cient to transmit the required security data for recognizing a
manipulation of the transmitted sensor data and/or the sensor
within an acceptable transmission time, it is conceivable to
use multiple message packets to transmit the security data.
For this purpose, the security data or a corresponding data
stream at the transmitter may be divided (so-called segment-
ing), in each case only a part (so-called segment) of the
security data to be transmitted or the data stream may be
transmitted via the slow data transmission channel of a mes-
sage packet, and at the receiver, parts of various message
packets received via the slow data transmission channel may
be assembled again to form the security data (so-called con-
catenating, desegmentation, or assembling). Not only one
message packet per communication cycle may be used to
transmit the security data, but rather multiple packets per
cycle may also be used.

The sensor data may be transmitted via the same physical
data transmission channel as the security data. For example,
the physical data transmission channel may be a cable or a
line, multiple jointly used cables or lines (for example, in the
case of transmission of the data with the aid of a differential
signal), or a wireless data transmission connection, for
example, with the aid of a radio or infrared connection. Fur-
thermore, it is advantageous (but not necessary) for the ses-
sion key to be transmitted via the same physical data trans-
mission channel as the sensor data and/or the security data. It
is also conceivable that the third logical channel is part of the
first or second logical channel, i.e., the session key is trans-
mitted via the first or the second logical channel. For this
purpose, it is necessary for the particular first or second data
transmission channel to support a bidirectional data transmis-
sion.

To implement the slow data transmission channel, it would
also be conceivable not to transmit the security data or a part
thereof together with each of the transmitted message pack-
ets, but rather to transmit security data or parts thereof only in
every xth message packet (xeN and x>1). It would also be
conceivable in a cycle-based communication system to not
use message packets for transmitting the security data in
every communication cycle, but rather only in every xth
cycle.

One example for implementing a fast and a slow data
transmission channel between the sensor and the ECU is, for
example, a communication system according to the PSIS
standard from version 2.0. According to this standard, a com-
munication channel and a control channel (so-called messag-
ing channel) are provided for data transmission between a
sensor and an ECU. The communication channel could be
used within the meaning of the present invention as the fast
data transmission channel and the control channel could be
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used as the slow data transmission channel. For example,
present temperature values detected by the sensor, an identi-
fication (so-called ID) of the sensor, a version number of the
sensor or the software provided thereon, diagnostic data of
the sensor, etc., are transmitted via the slow control channel
according to the PSIS standard. According to the present
invention, it is provided that the security data for securing the
transmitted sensor data and/or the sensor from manipulation
are transmitted alternatively or additionally to these data via
the control channel.

According to another advantageous refinement of the
present invention, it is provided that the session key is gener-
ated by the control and/or regulating unit (ECU). According
to another specific embodiment, it is also conceivable that the
session key is encrypted prior to the transmission to the sensor
by the control and/or regulating unit as a function of a secret
key. The encrypted session key received from the sensor is
advantageously decrypted as a function of the secret key, to
ascertain the session key. The secret key is thus known from
the beginning to both the sensor and the ECU. The secret key
is stored both in the sensor and in the ECU in a memory,
which may be a nonvolatile memory. The cryptographic algo-
rithm which is used by the sensor to decrypt the received
encrypted session key and to ascertain the session key may be
the same algorithm which is also used by the sensor to gen-
erate the MAC via at least a part of the sensor data to be
transmitted while using the session key. Furthermore, the
cryptographic algorithm which is used by the ECU to encrypt
the session key prior to its transmission to the sensor may be
the same algorithm which is also used by the ECU to generate
the MAC at least via a part of the received sensor data while
using the session key.

In the ideal case, the secret key is only known to the sensor
and the ECU. However, it is also conceivable that the secret
key is stored, for example, at the manufacturer of the sensor,
the vehicle manufacturer, or another authorized institution (a
person, a company, or an authority) or may be regenerated
thereby if needed in another way. This has the advantage that
in the event of a replacement of the sensor, the matching
secret key may be copied into a memory of the ECU, so that
it is able to communicate properly with the new sensor, in
particular a manipulation of the transmitted sensor data and/
or the sensor may thus be recognized by the ECU. Only if both
the sensor and the ECU have the same secret key may the
sensor ascertain the correct session key, which is in turn a
requirement for securing the subsequent transmission of the
sensor data and the detection of a manipulation. Since the
session key is generated in the sensor as a function of the
secret key and is required to generate the message authenti-
cation code (MAC) for the sensor data which are to be trans-
mitted or are transmitted from the sensor to the ECU, an
authenticity of the sensor and an integrity of the transmitted
data may only be verified as correct and proper in the control
and/or regulating unit if both the sensor and the ECU have the
same shared secret key.

According to another advantageous refinement of the
present invention, it is provided that an algorithm used for
encrypting and/or decrypting the session key is selected in
such a way that a decryption algorithm may be used by the
control and/or regulating unit (ECU) for encrypting the ses-
sion key and a corresponding encryption algorithm may be
used by the sensor for decrypting the received encrypted
security data. This is possible if a symmetrical encryption
algorithm having a symmetrical secret key is used for
encrypting or decrypting the session key, the algorithm hav-
ing to support the functionality that an encrypting algorithm
may be used for decrypting and/or a decrypting algorithm
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may be used for encrypting. Block ciphers (in contrast to
stream ciphers) may be used for encrypting and/or decrypting
the session key. This refinement has the advantage that on the
side of the sensor, only a suitable symmetrical encryption
algorithm (actually in the corresponding mode for generating
the MAC data) and not also additionally a decryption algo-
rithm (actually for decrypting the encrypted session key)
must be implemented.

Asnoted, an arbitrary encryption algorithm may be used as
a cryptographic algorithm; it should support the functionality
that an encryption algorithm may be used for the decryption
and/or a decryption algorithm may be used for the encryption.
Block ciphers may be used as cryptographic algorithms. It
particularly may be provided that a symmetrical cryptosys-
tem in the form of a Rijndael algorithm according to the
advanced encryption standard (AES) is used for encrypting
and decrypting the session key. In addition to the AES encryp-
tion standard, there is also a variety of further symmetrical
cryptosystems which would be suitable for use in conjunction
with the present invention, for example, DES (data encryp-
tion standard) or Lucifer, triple DES, IDEA (international
data encryption algorithm), Blowfish, Twofish, CAST-128 or
CAST-256,RC2, RCS, or RC6 (Rivest cipher), PRESENT, to
name only a few. It is entirely conceivable that in the future
further symmetrical cryptosystems will be developed, which
could also be used in the present invention. The present inven-
tion could also be implemented using these known or future
cryptosystems.

To prevent an attack on the data transmission by replaying
the same data (so-called replay attack), according to one
particular specific embodiment, it is provided that the MAC is
generated via both at least a part of the sensor data to be
transmitted and via a counter value. The counter value is
initialized at arbitrary points in time, which may be at the
beginning of each session. In addition, the counter value is
incremented or decremented at certain chronologically con-
trolled or event-controlled points in time, which may be after
every xth generation of a message authentication code
(MAC), where xeN. In this way, it may be ensured that the
data, on the basis of which the MAC is generated, differ from
time to time, although the sensor data to be transmitted may
be identical per se. A different authentication code (MAC)
thus results from time to time even foridentical sensor data. A
replay attack may be effectively and efficiently prevented in
this way.

Furthermore, it particularly may be provided that the data
are transmitted between the sensor and the control and/or
regulating unit (ECU) via an interface according to the PSIS
standard from version 2.0, which may be according to a
substandard for the use of a PSIS interface in the area of a
motor vehicle drivetrain. This is a digital data transmission
bus, which is configured for the connection of one or multiple
sensors to an ECU.

The object on which the present invention is based is also
achieved by a sensor of the type mentioned at the outset,
which has an arrangement for carrying out the method
according to the present invention as described herein. Fur-
thermore, the object is achieved by a control and/or regulating
unit (ECU), which has an arrangement for carrying out the
method according to the present invention as described
herein. Finally, the object on which the present invention is
based is also achieved by a network of the type mentioned at
the outset, which has an arrangement for carrying out the
method according to the present invention.

The present invention is explained in greater detail hereat-
ter on the basis of the figures on the basis of an exemplary
embodiment. The present invention may also have the fea-
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8

tures and advantages specified with reference to the described
exemplary embodiment independently of one another and in
any arbitrary combination with one another, even if this is not
expressly shown in the figures or expressly mentioned in the
description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a first section of the method according to the
present invention.

FIG. 2 shows a second section of the method according to
the present invention.

FIG. 3 shows an example of multiple data frames transmit-
ted via a data transmission connection to implement multiple
logical data transmission channels.

DETAILED DESCRIPTION

The present invention relates to a method for data trans-
mission between a sensor and an electronic control and/or
regulating unit (ECU). A manipulation of the transmitted
sensor data and/or the sensor may be recognized. A sensor A
is shown in the figures, which is identified with reference
numeral 1. A control and/or regulating unit (ECU) B is iden-
tified with reference numeral 2. Sensor 1 may be connected
via a physical data transmission channel in the form of'a data
transmission connection 3 to ECU 2. Data transmission con-
nection 3 includes, for example, a two-wire line. Multiple
data transmission channels are implemented on data trans-
mission connection 3, via which data are transmitted between
sensor 1 and ECU 2. Sensor 1 is configured, for example, as
a pressure sensor for detecting the fuel pressure in a shared
fuel accumulator (for example, common rail) of a fuel injec-
tion system of an internal combustion engine of a motor
vehicle. Such a sensor 1 detects the fuel pressure prevailing in
the fuel accumulator and transmits the detected pressure val-
ues as sensor data via data transmission connection 3 to ECU
2. ECU 2 would then accordingly be configured as a control
unit for controlling and/or regulating the injection system, in
particular for controlling and/or regulating the fuel pressure
in the fuel accumulator.

Itis presumed that an identical secretkey K, 4,4, s stored
in a memory of sensor 1 and in a memory of ECU 2. Secret
key K 5 4. may be a symmetrical cryptographic key, which
was stored prior to execution of the method according to the
present invention in a first memory associated with sensor 1
and in a second memory associated with ECU 2. The memo-
ries may be nonvolatile internal memories, which are situated
in a housing of sensor 1 or ECU 2, respectively. In the ideal
case, secret key K 5 4., is only known to sensor 1 and ECU
2. In practice, secret key K5 ., originates, for example,
from a sensor manufacturer, a motor vehicle manufacturer, or
from an arbitrary third party, for example, from a certification
office.

The method according to the present invention is divided
into two sections. The first section is shown in FIG. 1, the
second section in FIG. 2. The first section includes the gen-
eration of a session key Kby ECU 2 (step 4). The generation
of session key K is based on random numbers. The genera-
tion of a new session key K . may be carried out on demand at
any arbitrary point in time during a session. It is conceivable
that a session key K is generated at the beginning of the
session, for example, after the actuation of the ignition (ter-
minal 15). Furthermore, it would be conceivable to generate a
new session key K alternatively or additionally at other
points in time and/or after the occurrence of certain events
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during the session. In this way, new session keys K are
always available at short time intervals (every x seconds or
even milliseconds).

Randomly-generated session key K is encrypted by ECU
2 with the aid of a suitable encryption method using shared
secret key K,z 4,4, and transmitted to sensor 1 (step 5). For
the transmission of encrypted session key K, a logical data
transmission channel is used, which is implemented via data
transmission connection 3 and which is referred to as a “third
data transmission channel.” Sensor 1 is in turn capable of
ascertaining session key K, in that it decrypts the received
encrypted data using the same method which ECU 2 has used
for the encryption, or using the decryption method matching
thereto while using shared secret key K 5, (step 6). Ses-
sion key K., which has been generated by ECU 2 for the
ongoing session, is therefore known to both users, i.e., ECU 2
and sensor 1, if the transmission was correct and the same
secret key K,z 4,4 Was known in both users 1, 2. This first
section is shown in FIG. 1.

The encryption method for encrypting session key K, in
ECU 2 and for decrypting session key K in sensor 1 is
selected in such a way that encryption and decryption algo-
rithms ofthe method may be used similarly for the encryption
in ECU 2, and encryption and decryption algorithms of the
method may be used similarly in reverse for decryption in
sensor 1. This permits a decryption algorithm (Dec) to be used
for encrypting session key K in ECU 2. Correspondingly, an
encryption algorithm (Enc) is used in sensor 1 to decrypt
session key K ;. This is possible in particular if, for encryption
(Dec) of session key K in ECU 2 and for decryption (Enc) of
session key K in sensor 1, a method in the form of a sym-
metrical cryptosystem having a symmetrical shared key,
secret key Kz 4,7, 15 applied, which allows the encryption
algorithm and the decryption algorithm to be exchanged. The
symmetrical cryptosystem used may be a Rijndael algorithm
according to the advanced encryption standard (AES). In
addition to the AES encryption standard, there is also a variety
of further symmetrical cryptosystems, which are suitable for
use in conjunction with the present invention, in particular
arbitrary block ciphers. Examples of these are DES (data
encryption standard) or Lucifer, triple DES, IDEA (interna-
tional data encryption algorithm), Blowfish, Twofish, CAST-
128 or CAST-256, RC2, RC5, or RC6 (Rivest cipher),
PRESENT, to name only a few.

Fundamentally, any arbitrary standardized, secure sym-
metrical encryption, for example, advanced encryption stan-
dard (AES) having a sufficiently long key length may be used.
A key length of 128 bits may be provided. Due to the use of
the symmetrical encryption method, session key K¢ may be
encrypted while using secret key K5 4,4, not only by the
encryption function of AES (Enc , <), but also by the decryp-
tion function (Dec ), in that the special properties of the
encryption method are utilized. This means that the encryp-
tion function (Enc,.c) may be used for decryption of the
encrypted security data (security key K ;) received in sensor 1.
This has the advantage that only one encryption function
(Enc) must be implemented on the side of sensor 1, which
may be used both for decrypting session key K. and for
generating a message authentication code (MAC), which is
explained in greater detail hereafter. The available resources
in sensor 1 may therefore be used more efficiently. In particu-
lar, the required surface area of an ASIC (application specific
integrated circuit) may be reduced in relation to the known
implementation, where both an encryption function and a
decryption function must be provided in the sensor. If the
sensor is to support both the decryption (Dec) and the encryp-
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tion (Enc) in the same AES unit, this would result in an
increase of the required chip surface area by approximately
50%.

After the execution of the first method section (cf. FIG. 1),
session key K is known in both ECU 2 and in sensor 1 and
may be used for the ongoing session for an integrity check of
the transmitted sensor data and an authentication of sensor 1.
This second method section (continuously executed) during a
session is shown in FIG. 2.

FIG. 2 shows two individual logical communication or data
transmission channels 10, 11 between sensor 1 and ECU 2,
which may be used for a data transmission between sensor 1
and ECU 2 via data transmission connection 3 and which are
identified as the “first data transmission channel” and “second
data transmission channel.” For example, a PSIS interface
version 2.0 and in particular a substandard for the use of a
PSIS interface in the area of a motor vehicle drivetrain is used
for the data transmission. First logical data transmission
channel 10 is used to transmit the sensor data, for example,
pressure data of a shared fuel accumulator of a common rail
system, while security data, which are used to secure the
transmitted sensor data and/or sensor 1, in particular to rec-
ognize a manipulation of the sensor data and/or sensor 1, are
transmitted via second logical data transmission channel 11.
A data transmission rate of first data transmission channel 10
may be greater than that of second data transmission channel
11, so that first channel 10 may also be referred to as the fast
channel and second channel 11 may also be referred to as the
slow channel. By allocating the transmission of the sensor
data and the security data onto first and second logical data
transmission channels 10, 11, it is ensured that no additional
delay during the transmission of the sensor data is produced
by the provided security measures and no interference is
superimposed on the sensor data. The latency times are kept
as short as possible.

The implementation of the various logical data transmis-
sion channels may be carried out in various ways. FIG. 3
shows one possible implementation form for a data transmis-
sion in various logical data transmission channels via a single
physical data transmission channel 3. The data transmission
from sensor 1 to ECU 2 takes place in data transmission
frames #1, #2, #3. Of course, more or fewer than the three data
frames #1, #2, #3 shown may also be used for the data trans-
mission. A continuous stream of data frames #1, #2, #3 may
be provided via connection 3, or data frames #1, #2, #3 are
only transmitted if sensor data x,, . . . , X, and/or MACs are
actually to be transmitted. Each data frame #1, #2, #3 is
divided into fields which each correspond to a specific data
variable, for example, one or multiple bits. A certain number
of fields is assigned to each of the logical channels. Thus, in
the example from FIG. 3, one field is associated with a first
logical channel k;, three fields are associated with a second
logical channel k,, three fields are also associated with a third
logical channel k,, and again only one field is associated with
a fourth logical channel k,.

Of course, a different number of logical channels may be
provided per data frame #1, #2, #3. Furthermore, more or
fewer than the four logical channels k|, k,, ks, k, shown may
also be provided per data frame #1, #2, #3. In addition, it is
conceivable that channels k,, k; also include more or fewer
than the three fields shown or channels k,, k, also include
more or fewer than the one field shown.

Per data frame #1, #2, #3, i.e., per unit of time, data of one
field are thus transmitted for first channel k,, data of three
fields are transmitted for second channel k,, data of three
fields are also transmitted for third channel k5, and again data
of'one field are transmitted for fourth channel k, and received
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by ECU 2. A logical data transmission channel is thus imple-
mented using first and fourth channels k,, k,, which has a
slower transmission rate than second and third channels k,,
k5. It would be conceivable to use one of slow channels k, or
k, as data transmission channel 11 ofthe present invention for
transmitting the MAC or the CMAC. It would also be con-
ceivable to use one of faster channels k, or k; as data trans-
mission channel 10 of the present invention for transmitting
sensor data x,, .. ., X,

The data of individual channels k,, k,, ks, k, transmitted
using the individual data frames are buffered at the receiver,
i.e., in ECU 2 here, and assembled to form the transmitted
data after the reception of the required number of data frames
#1, #2, #3. For example, if the data to be transmitted via one
of'slow channels k, or k, (for example, security data, such as
MAC or CMAC) include 64 bits and the individual fields of
data frames #1, #2, #3 are each 8 bits in size, eight data frames
must be received before ECU 2 has all 64 bits of the trans-
mitted data available. This applies accordingly to the trans-
mission of sensor data x, . . ., X, via one of fast channels k,
or k;. This applies to the logical level described here. On the
protocol level, the transmitted data do not exclusively include
useful data, strictly speaking, but rather contain auxiliary
data, which are required for the protocol (for example, frame
start and frame end sequences, frame 1Ds, . . . ) or the error
recognition or correction (for example, frame check sequence
FSC, cyclic redundancy check CRC, .. .).

In summary, a first part of the useful data capacity of data
frames #1, #2, #3 is used to transmit sensor data x,, . . ., X,.
Another part of the useful data capacity of data frames #1, #2,
#3 is used to transmit the security data (for example, MAC or
CMAC). The useful data capacity of a data frame #1, #2, #3
used for the transmission of the security data may be less (for
example, it is only a few bits) than the useful data capacity
used for the transmission of the sensor data (for example, it is
several tens, 100s, 1000s, or even more bits). In this way, slow
logical data transmission channel 11 and fast logical data
transmission channel 10 may be implemented in a simple and
efficient way. Furthermore, it would be conceivable to imple-
ment slow data transmission channel 11 in that parts of the
MAC or CMAC are not transmitted in every data frame #1,
#2, #3, but rather only in every xth data frame (x being a
natural number greater than 1).

The security measures according to the second method step
(cf. FIG. 2) are used for the integrity check of the sensor data
and additionally as an implicit authentication response of
sensor 1 to the implicit question of ECU 2 in the first method
section (cf. FIG. 1). The security measures thus include an
implicit authentication of sensor 1. In detail, all sensor data
which are transmitted via fast data transmission channel 10
are protected by a message authentication code (MAC),
which is generated with the aid of session key K and may be
transmitted via slow data transmission channel 11. Since the
MAC is generated with the aid of a key (or a cipher) according
to the AES, for example, it is also referred to as a “cipher-
based MAC” (CMAC). It is conceivable to encrypt the MAC
or the CMAC prior to the transmission from sensor 1 to ECU
2. The CMAC is based, for example, on AES 128 and session
key K., which was transmitted in the first method step (cf.
FIG. 1) to sensor 1 or was generated therein from the
encrypted data received from ECU 2. The implicit authenti-
cation means that session key K ; may only be decrypted by an
authentic sensor 1 in the first method step. Only such an
authentic sensor 1 has knowledge about secret key K,z 4,

In sensor 1, the sensor data which are transmitted via fast
data transmission channel 10, or selected parts thereof, are
fed into a CMAC algorithm, which uses session key K ; as the
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key. After a certain amount of data of the sensor data has been
transmitted, a CMAC value is generated. The CMAC value is
generated via all sensor data or a selected part of the sensor
data. This CMAC is transmitted via slow data transmission
channel 11 to ECU 2. The sensor data subsequently detected
by sensor 1 are in turn fed into the CMAC algorithm and used
to generate the next CMAC value. The amount of the sensor
data, on the basis of which a CMAC is generated, is depen-
dent, inter alia, on the available bandwidth on slow data
transmission channel 11, the robustness against bit errors, and
the security requirements.

In addition, the CMAC value may also be generated via a
counter value R ,. Counter value R, protects the protocol
against attacks by replay (so-called replay attack), since it
prevents identical sensor values from resulting in identical
CMAC:s. As a result of considered counter value R, even
identical sensor values have different CMACs. Counter value
R, may be initialized to zero or another starting value respec-
tively upon the beginning of a new session. However, it is also
possible that the counter initial value is generated by ECU 2
in each case and transmitted to sensor 1 (encrypted or unen-
crypted) together with or separately from session key K. The
robustness against replay attacks may thus be additionally
increased.

Counter value R , may also be initialized during an ongoing
session, however. A new session may be defined in each case
by the transmission of a new session key K. Counter value
R, is incremented or decremented both in sensor 1 and in
ECU 2 by 1 or by another arbitrary value at chronologically
controlled or event-controlled points in time, which may be
after each generation of a CMAC. Alternatively, it would also
be conceivable that counter value R ; is only initialized and
incremented or decremented in ECU 2 and then regularly
transmitted to sensor 1, for example, via slow data transmis-
sion channel] 11.

The same calculations are carried out on the side of ECU 2,
also using session key K, counter value R ,, and the sensor
data received via fast data transmission channel 10 from
sensor 1. These calculations are carried out and the sensor
data arrive at ECU 2 and in parallel to the other processing of
the sensor data by ECU 2. True parallel processing may be
achieved in that a hardware security module (HSM) is avail-
able in ECU 2, which offers hardware assistance for AES-
based CMAC. Due to the provided security measures, no
delays of the conventional sensor data analysis by ECU 2
result in ECU 2. The calculations in ECU 2 also include the
generation of an MAC via the incoming sensor data or a part
thereof and optionally via counter value R , while using ses-
sionkey K. Ifthe MAC generated by sensor 1 was encrypted
prior to the transmission to ECU 2, the incoming CMAC is
decrypted in ECU 2. The MAC generated in ECU 2 is then
compared to the MAC which was received in ECU 2 from
sensor 1 via slow data transmission channel 11. If the two
MAC values are identical, it may be inferred that both the
sensor data and session key K i, which was used on the side of
sensor 1 for generating the MAC, are identical to the corre-
sponding values which were used on the side of ECU 2 for
generating the MAC. In detail, it is thus shown:

Sensor 1 has knowledge about present session key K,

which was generated by ECU 2.

This implies that sensor 1 was capable of decrypting ses-
sion key K while using secret key K,z 4., and there-
fore also has knowledge about correct secret key
K5, 4.n An authentication of sensor 1 may thus be
carried out.
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The sensor data which were received by ECU 2 are the
same which were emitted by sensor 1. This implies that
no manipulation of the data and no transmission errors
have occurred.

Counter value R, is identical both in sensor 1 and in ECU
2. This indicates that no attack by replay (replay attack)
has occurred and therefore that the integrity ofthe sensor
data received in ECU 2 is provided.

If a comparison of the two MAC values in ECU 2 shows
that the MACs are different, it is presumed that one or mul-
tiple of the input variables (K ;5 4,4, K, R,) were not iden-
tical, or that different sensor data were transmitted in sensor 1
than were received in ECU 2, and/or that the data transmis-
sion was faulty, for example, because it was manipulated. A
certain number of incorrect (not corresponding) MACs is
advantageously permitted before a non-authenticated sensor
1 or manipulated sensor data is inferred. The number of the
permitted incorrect MACs is dependent on the bit error rate
(BER) of all participating communication channels, i.e.,
(fast) first channel 10 for the sensor values, (slow) second
channel 11 for the MACs, and optionally the third channel for
the ECU-to-sensor communication. To preclude errors here
or to lower the error probability as a result of communication
errors below an acceptable limiting value of a desired security
level, it may be necessary to carry out the authentication
method for sensor 1 (in the simplest case the transmission of
a new session key K ) multiple times. Because a certain
number of incorrect MACs is permitted, the probability that a
manipulated sensor 1 or manipulated sensor data will be
incorrectly inferred on the basis of a single incorrect trans-
mission may be reduced to the desired security level.

Due to the use of the MAC approach based on a suitable
symmetrical encryption, in particular of suitable block
ciphers, the calculation of the MAC may be carried out inde-
pendently of one another on both sides, i.e., in sensor 1 and in
ECU 2. In contrast to a signature-based approach, it is suffi-
cient in the case of the present invention if only parts of the
MAC are compared to one another. This may be used for the
purpose of reducing the amount of security data to be trans-
mitted to implement the manipulation safeguard. It is thus
conceivable, for example, to only transmit a part of the sen-
sor-generated MAC, for example, in the case of a 128-bit long
MAC, only the 64 bits having the highest significance (so-
called most significant bits, MSBs), and to compare them on
the side of ECU 2 with the corresponding part of the ECU-
generated MAC.

The approach provided according to the present invention
having the use of session key K ;and the corresponding imple-
mentation has an array of advantages:

Every session key K is only used for a certain duration and

a restricted number of bits. A new session key K is then
generated, transmitted to sensor 1, and used for the sub-
sequent session to generate the MAC or the CMAC. For
this reason, the method according to the present inven-
tion is less susceptible for side channel attacks than a
static key for the MAC processing. Session key K is
thus a dynamic key.

Differentkeys, namely secretkey K, ., and sessionkey
K are used for the authentication and the integrity
check.

Only one key, namely secretkey K ;5 4, must be perma-
nently and securely stored in sensor 1 and ECU 2. The
costs for the memory and other costs in conjunction with
rewriting the memory with a (new or additional) secret
key are thus reduced.

The use of the decryption function (Dec) for the encryption
of session key K and the encryption function (Enc) for
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the decryption of session key K reduces the cost and
complexity of sensor 1, since only the encryption func-
tion (Enc) must be implemented therein. This is related
to the use of a suitable symmetrical cryptosystem, in
particular of suitable block ciphers.

Inthe method according to the present invention, questions
and responses for authentication of sensor 1 are implic-
itly contained, whereby the complexity, the computing
power, and the costs of the protocol for the sensor to
ECU communication may be reduced, since no special
messages are required for the authentication. This
reduces the implementation expenditure and the costs
connected thereto, in particular on the side of sensor 1.

The transmitted sensor data may be not encrypted. The
received sensor data therefore do not have to be
decrypted on the side of ECU 2, whereby the latency
times may be kept as short as possible. The processing of
the sensor data in ECU 2 may begin immediately after
the reception thereof, without the data initially having to
be decrypted.

The method provided according to the present invention

has the following properties:

A “real” sensor 1 may be implicitly authenticated.

The integrity of the transmitted sensor data may be
checked.

No additional delays for the sensor data from the viewpoint
of ECU 2, as a result of the provided security implemen-
tation.

Different keys (K 5 4,4, Ks) for authentication and for
integrity protection are implemented.

There is only one chronologically very restricted manipu-
lation window (for example, less than three seconds)
even at high bit error rates (BER), since the manipulation
ofthe datamay be recognized relatively rapidly. This has
to do, inter alia, with the amount of the data used in an
MAC and the number of the accepted “incorrect”
MACs.

Simple protocol, which uses an implicit authentication
step, whereby fewer hardware and software resources
are necessary.

The minimal resources only include a symmetrical cryp-
tographic key (K ;5 ), which must be securely stored
in sensor 1 and ECU 2, and only one symmetrical
encryption (Enc) on the side of sensor 1, for example, an
AES encryption. Therefore, no decryption (Dec) must
be implemented on the side of sensor 1.

Use ofa session key K ;and regular replacement of this key,
whereby the vulnerability of sensor 1 or the sensor-to-
ECU by a so-called differential power analysis (DPA) is
reduced.

What is claimed is:

1. A method for providing data transmission between a

sensor and an electronic control unit, the method comprising:
securing sensor data and the sensor against a manipulation,
wherein the sensor data are transmitted via a first logical
data transmission channel at a first data transmission rate
from the sensor to the control unit, and security data for
securing the transmitted sensor data and the sensor are
transmitted via a second logical data transmission chan-
nel at a second data transmission rate from the sensor to

the control unit; and

transmitting, at least once at the beginning of a data trans-
mission session, via a third logical data transmission
channel, a session key from the control unit to the sensor
and received by a latter;

wherein the session key is used by the sensor at least for an
ongoing session to generate the security data, and
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wherein a message authentication code is generated by
the sensor at least via a part of the sensor data to be
transmitted according to an encryption method while
using the session key and is transmitted at least partially
via the second data transmission channel as security data
to the control unit and received by the latter, and wherein
only n bits which are selectively chosen and which cor-
respond to only a part of the message authentication
code generated in the sensor are transmitted via the
second data transmission channel to the control unit.

2. The method of claim 1, wherein the message authenti-
cation code is generated by the control unit at least via a part
of'the received sensor data according to an encryption process
while using the session key.

3. The method of claim 1, wherein the message authenti-
cation code received from the sensor or the received part
thereofis compared by the control unit to the message authen-
tication code or a part thereof generated by the control unit at
least via a part of the received sensor data.

4. The method of claim 1, wherein the sensor data are
transmitted via the first logical data transmission channel at a
greater data transmission rate than the security data via the
second logical data transmission channel.

5. The method of claim 1, wherein the sensor data are
transmitted via the same physical data transmission channel
as the security data.

6. The method of claim 1, wherein the session key is
transmitted via the same physical data transmission channel
as at least one of the sensor data and the security data.

7. The method of claim 1, wherein the session key is
generated by the control unit according to a random principle.

8. The method of claim 1, wherein the session key is
encrypted by the control unit prior to the transmission to the
sensor according to an encryption process as a function of a
secret key.

9. The method of claim 8, wherein the received encrypted
session key is decrypted by the sensor according to an encryp-
tion process as a function of the secret key, to ascertain the
session key for the sensor.

10. The method of claim 8, wherein the encryption process
used for at least one of encrypting and/or decrypting the
session key is selected so that at least one of a (i) decryption
algorithm is useable by the control unit for encrypting the
session key and (ii) a corresponding encryption algorithm is
useable by the sensor for decrypting the received encrypted
session key.

11. The method of claim 8, wherein the same encryption
process is used for at least one of encrypting and decrypting
the session key and for generating the message authentication
code in the sensor and the control unit.

12. The method of claim 8, wherein a Rijndael algorithm
according to the advanced encryption standard (AES) is used
as the encryption process for at least one of encrypting the
session key, decrypting the session key, and generating the
message authentication code.

13. The method of claim 1, wherein the security data gen-
erated by the sensor are encrypted prior to a transmission to
the control unit, and the encrypted security data are transmit-
ted and decrypted in the control unit to generate the security
data.

14. The method of claim 1, wherein the message authenti-
cation code is generated via at least a part of the sensor data to
be transmitted or the received sensor data and a counter value.

15. The method of claim 14, wherein at least one of (i) the
counter value is initialized at predefinable points in time, and
(ii) the counter value is one of incremented or decremented at
predefinable points in time.
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16. The method of claim 14, wherein at least one of (i) the
counter value is initialized at predefinable points in time,
which is at the beginning of each session, and (ii) the counter
value is one of incremented or decremented at predefinable
points in time, which is after each generation of a message
authentication code.

17. The method of claim 1, wherein the data are transmitted
between the sensor and the control unit via an interface
according to the PSIS standard from version 2.0.

18. The method of claim 1, wherein the data are transmitted
between the sensor and the control unit via an interface
according to the PSI5 standard from version 2.0, which is
according to a substandard for use of a PSIS interface in the
area of a motor vehicle drivetrain.

19. A sensor, for connection to an electronic control unit
and configured for transmission of sensor data to the control
unit, comprising:

a processor coupled to a memory device, the processor

including:

a securing arrangement to secure sensor data and the
sensor against a manipulation, wherein the sensor
data are transmitted via a first logical data transmis-
sion channel at a first data transmission rate from the
sensor to the control unit, and security data for secur-
ing at least one of the transmitted sensor data and the
sensor are transmitted via a second logical data trans-
mission channel at a second data transmission rate
from the sensor to the control unit; and

a transmitting arrangement to transmit, at least once at
the beginning of a data transmission session, via a
third logical data transmission channel, a session key
from the control unit to the sensor and received by a
latter;

wherein the session key is used by the sensor at least for an

ongoing session to generate the security data, and
wherein a message authentication code is generated by
the sensor at least via a part of the sensor data to be
transmitted according to an encryption method while
using the session key and is transmitted at least partially
via the second data transmission channel as security data
to the control unit and received by the latter, and wherein
only n bits which are selectively chosen and which cor-
respond to only a part of the message authentication
code generated in the sensor are transmitted via the
second data transmission channel to the control unit.

20. A control unit, for connection to a sensor and config-
ured for reception of sensor data from the sensor, comprising:

a processor coupled to a memory device, the processor

including a control arrangement configured

to provide data transmission between the sensor and the

control arrangement, by performing the following:

securing transmitted sensor data and the sensor against a

manipulation, wherein the sensor data are transmitted

via a first logical data transmission channel at a first data
transmission rate from the sensor to the control unit, and
security data for securing at least one of the transmitted
sensor data and the sensor are transmitted via a second
logical data transmission channel at a second data trans-
mission rate from the sensor to the control unit; and
transmitting, at least once at the beginning of a data
transmission session, via a third logical data transmis-
sion channel, a session key from the control unit to the
sensor and received by a latter;

wherein the session key is used by the sensor at least for
an ongoing session to generate the security data, and
wherein a message authentication code is generated
by the sensor at least via a part of the sensor data to be
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transmitted according to an encryption method while
using the session key and is transmitted at least par-
tially via the second data transmission channel as
security data to the control unit and received by the
latter, and wherein only n bits which are selectively
chosen and which correspond to only a part of the
message authentication code generated in the sensor
are transmitted via the second data transmission chan-
nel to the control unit.
21. A network, comprising:
a control unit; and
at least one sensor connected thereto via a data transmis-
sion connection;
wherein the sensor is for connection to the control unit and
configured for transmission of sensor data to the control
unit, and includes:

a securing arrangement to secure transmitted sensor data
and the sensor secured against a manipulation,
wherein the sensor data are transmitted via a first
logical data transmission channel at a first data trans-
mission rate from the sensor to the control unit, and
security data for securing at least one of the transmit-
ted sensor data and/or the sensor are transmitted via a

5

10

15

20

18
second logical data transmission channel at a second
data transmission rate from the sensor to the control
unit; and

a transmitting arrangement to transmit, at least once at

the beginning of a data transmission session, via a
third logical data transmission channel, a session key
from the control unit to the sensor and received by the
latter;

wherein the session key is used by the sensor at least for

an ongoing session to generate the security data, and
wherein a message authentication code is generated
by the sensor at least via a part of the sensor data to be
transmitted according to an encryption method while
using the session key and is transmitted at least par-
tially via the second data transmission channel as
security data to the control unit and received by the
latter, and wherein only n bits which are selectively
chosen and which correspond to only a part of the
message authentication code generated in the sensor
are transmitted via the second data transmission chan-
nel to the control unit.
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